KHUBEPBE30OIMACHOCTbD B I’TOBAJIBHOW CETH

KoMnbloTepHbIe BUPVCHI

KommbioTepHBIil BUPYC — 3TO PasHOBUIHOCTH KOMIIBIOTEPHBIX IPOTPaMM, OTIMYUTEIBHON OCOOCHHOCTHIO
KOTOPOH SIBJIAETCSI CIIOCOOHOCTh K Pa3MHOXKEHHIO. B JIOMONHEHHE K 3TOMY, BUPYChl MOTYT MOBPEIUTH WIH
MOJTHOCTHIO YHHUYTOXKUTH Bce (ailiibl U TaHHBIE, TIOAKOHTPOIBHBIC TTOJB30BATENI0, OT HMEHH KOTOPOro ObLTa
3allyllieHa 3apak€HHas [porpamma, a Takke MOBPEIUTh WIM JaKe YHUYTOXKUThH ONEPALIMOHHYIO CHCTEMY CO
BCceMU (aiiiamu B 11eJIOM. B OOJIBIIMHCTBE CilydaeB pacipoCTPaHSIIOTCS BUPYCH Yepe3 UHTEPHET.

MeToabl 3alIUTHI OT BPEIOHOCHBIX IpOorpamm:

e lcnome3yii COBpEMEHHBIC OIEPALMOHHBIE CHCTEMBI, MMCIOIINE CEPBhE3HBIH YPOBEHB 3allUTHI OT
BPEIOHOCHBIX MIPOTPaMM;

e [locrosiHHO ycTaHaBmuBaii nauTh (MUGPOBBIE 3aIUTATKH, KOTOPHIC ABTOMATHYECKH YCTAHABIMBAIOTCSI C
LeNbI0 JopaOTKKU MPOTrpaMMbl) U JApyrue OOHOBJICHHUS CBOEH OINepallMOHHOM cucTembl. CkaunBail MX
TOJNILKO ¢ OQUIHaIbHOrO caiita paspaborurka OC. Ecmu cymecTByeT peXuM aBTOMATHYECKOTO
0OHOBJICHUS, BKIIIOYH €T0;

e PaboTaii Ha CBOEM KOMITBIOTEPE 0] MpaBaMH IMOJIb30BaTENs, a HE aIMUHHUCTPATOpa. DTO HE TO3BOIUT
OOJBIIMHCTBY BPEIOHOCHBIX IPOTPaMM HHCTAJUIMPOBATHCS HA TBOEM IIEPCOHATEHOM KOMIBIOTEPE;

e lcnonb3yil aHTUBUPYCHBIE IPOTPaMMHBIE TPOAYKTHI U3BECTHBIX IPOU3BOIUTENEH, C aBTOMATHYECKUM
obHOBIIEHHEM 0a3;

e  Orpanndp GU3NUECKHUHA JOCTYI K KOMIIBIOTEPY IS HIOCTOPOHHUX JIUIL;

e lcmonb3yil BHEIIHHE HOCHUTENM MH(POPMALMHU, TaKue Kak (Iielika, TUCK WIu (aill U3 MHTEepHeTa,
TOJILKO U3 MPO(EepPEeHHBIX UCTOYHUKOB;

e He oTkpbiBail KOMITBIOTEpHEIEC (DaiIbl, TOTYUYCHHBIE W3 HEHAIEKHBIX UCTOUYHHUKOB. [lake Te (ailisl,
KOTOpPBIE IIPUCIIAT TBOW 3HAKOMBIN. JIyullle yTOUuHU Y HETo, OTIIPABIISLI I OH TeOe UX.

Cern WI-FI

Wi-Fi - 310 He BHMI mepemadd IAHHBIX, HE TEXHOJIOTHs, a BCEro JWinb OpeHa, mapka. Eme B 1991 romy
HHUJEpIaHCcKas KOMIaHus 3aperucrpuponana openn « WECA», uto obo3Havano cioBocoderanue «Wireless
Fidelity», xoTopelif mepeBomuTcs Kak «OecnpoBOjgHAs TOYHOCTH». Jlo Hamlero BpeMEHM JoLula Apyras
ab0peBHaTypa, KOTOpas ABJSICTCSA TAKOW ke TexHoJorue. Ito aboperuarypa «Wi-Fi». Takoe HazBaHue ObLIO
JaHO C HAaMEKOM Ha CTaHAApT BBICIIMK 3ByKoBoW TexHWkH Hi-Fi, 9To B mepeBome oO3Ha4yaeT «BBICOKAs
TOYHOCTBY.

Ja, GecruiaTHBIN HHTEPHET-IOCTYII B Kade, OTEIIX U adporopTax ABIAETCS OTIIMYHONH BO3MOXKHOCTBIO BBIXOZA
B UHTepHET. Ho MHOTHE 3KCIIEpTHI CUUTAIOT, 4TO o0mmenocTynHele Wi-Fi ceTu He SBISIOTCS 6€30IaCHBIMHL.

CoBeTbl 0 0€30MACHOCTH PadoTe B 00IIEAOCTYMHBIX ceTsax Wi-fi:

e He mepenaBaii cBow JHUHYIO HHpOpManuio uepe3 oOmenoctynHsle Wi-Fi cetn. PaGoras B HuX,
JKE€JIaTeNIbHO HE BBOJUTH MMAPOJIH JOCTYIIA, IOTUHBI U KAaKUEe-TO HOMEepa;

e lcmonb3yit 1 OOHOBJISIH aHTUBUPYCHBIE IPOTPaMMBI U OpaHaMayep. TeM caMbIM Thl 00e30TacHIIb ceOs
OT 3aKauK{ BUPyCa Ha TBOE YCTPOICTBO;

o [lpu ucnons3oBanmu Wi-Fi otkmroun ¢yrxmmto «O0mmid moctym K ¢ainaM u npuHTepam». JlanHas
(yHKIIUS 3aKpBITa IO YMOJTYAHHIO, OJHAKO HEKOTOPHIE MOIh30BATEIN aKTHBHUPYIOT €€ Uil yrnoOcTBa
WCTIONIB30BaHUA B paboTe Wiu yueoe;

e He ucnonw3yid nyomumunbiii WI-FI s mepenmaud JIMYHBIX JaHHBIX, HampuMep, JJIsS BBIXOJa B
COLIMAJIbHBIE CETH UJIU B AIEKTPOHHYIO MOUTY;

e Umonb3yi#t Tombko 3anuiieHHoe coequHenue yepes HTTPS, a e HTTP, 1.e. npu Habope BeO-aapeca
BBOJIU UMEHHO «https://»;

e B MoOmtsHOM Tenedone otkimoun QyHkimo «[lomxtrouenne k Wi-Fi aBromaruaecku». He mormyckait
ABTOMATHYECKOTO MOAKIIOYEHHS ycTpoicTBa k ceTaM Wi-Fi 6e3 TBoero cormacusi.

ConnajbHbIE CeTH

ConuanpHble CeTH aKTUBHO BXOJAT B HAlly YKU3Hb, MHOTHE JIIOJU pabOTalOT U JKUBYT TaM IOCTOSIHHO, a B
Facebook y»ke 3aperucTpupoBaH MUILIHAP YEIOBEK, YTO SBJISETCS OJHOM CEAbMOM BCEX KHUTEIEH ITaHETHI.



MHor#ue noJib30BaTeIn He IIOHUMAIOT, 4YTO PIH(l)OpMaLII/I}I, pasMElICHHAasA MU B CONUAJIBHBIX CETAX, MOXKET OBITh
HaiiJieHa ¥ UCII0JIb30BaHa KeM YrogHo, B TOM 4YHCJI€ HE 00s13aTENIBHO C OJaruMu HaMCpCHUAMU.

OcHOBHBbIE COBETHI MO 0€30MACHOCTH B COUAIBHBIX CETSIX:

e  OrpaHndb CIIUCOK Jpy3eil. Y TeOs B IPY3bSX HE JOJDKHO OBITh CIIyYaHBIX U HE3HAKOMBIX JIFOJICH;

e Sammmiail cBOIO YacTHYIO KU3Hb. He ykaspiBaii mapomnu, TenedoHsl, aapeca, aTy TBOETO POXKICHUS U
JIPYTYIO JINYHYI0 HH(POpMANUIO. 3MOYMBIIUIEHHHKH MOTYT HCIOJIb30BaTh Jaxe WH(POPMAIIUIO O TOM,
KaK THl ¥ TBOU POJHTENH IJIAHUPYETE MPOBECTU KAaHUKYJIIBL;

e 3ammmiai CBOIO pemyTaIlyIo - ICPKU €€ B YHCTOTE U 3a/1aBaii cebe BOIpOcC: XOTel ObI ThI, YTOOBI IPYTHE
MOJIH30BATEIH BUACIH, YTO ThI 3arpyxacins? [lomymaii, mpexie 4eM 4To-To OIyOIMKOBaTh, HAITUCATH
U 3arpy3HTh;

e Ecmu TBI TOBOpHIIG ¢ JIOABMH, KOTOPHIX HE 3HAEMIb, HE MCIONB3YH CBOE pPEealbHOE UMS U APYTYIO
TUYHYI0 HHGOPMALIUH: UM, MECTO )KUTEIBCTBA, MECTO YUeObI U TIpoUee;

e U30erait pasmemienus dororpaduit B UnTepHETE, TIE THI M300paKeH Ha MECTHOCTH, IO KOTOPOH
MOYKHO OIPEICIUTH TBOE€ MECTOIOI0KEHHE;

e [lpu peructpanuu B COIMANBHON CETH HEOOXOIUMO HCIONB30BaTh CIIOXKHBIC MAPOJIH, COCTOSIIINE U3
OyKB 1 IM(P ¥ C KOIMYECTBOM 3HAKOB HE MeHee §;

e JIns conuanbHON CEeTH, TOYTHI M JPYTUX CAaHTOB HEOOXOJMMO HCIIONL30BaTh pa3Hbie Maponu. Toraa
ecnu TeOs B3IIOMAIOT, TO 3MIOYMBIIUIEHHUKU MOyYaT JOCTYI TOJBKO K OJHOMY MECTY, a HE BO BCE

cpasy.

DJICKTPOHHLIE TeHbLI'H

SHGKTpOHHLIC JCHBI'M — 3TO OYCHb YI[O6HLH\/'I croco0 HJ'IaTe)KCfI, OJHAaKO CYHECTBYOT MOILICHHUKHU, KOTOPbIC
XOTST NOJYYUTDb O9TU JCHBI'U.

DJIeKTPOHHBIC ICHBIH TTOSIBUINCH COBCEM HEAaBHO M MMEHHO M3-32 3TOTO BO MHOTHX TOCYAapCTBaX JI0 CUX
MIOp He MPOIKCAHO PO HUX B 3akoHaX. B Poccuu ke oHM GYHKIIMOHUPYIOT U O HUX YK€ IPOIMUCAHO B 3aKOHE,
/I MX Pa3/eNsioT Ha HECKOJIBKO BUIOB — aHOHUMHEBIC U HE aHOHUMHEBIC. Pa3HuIa B TOM, YTO aHOHUMHBIE - 3TO
Te, B KOTOPBIX pa3pelaeTcst IPOBOUTH Onepanni 6e3 HaeHTH()UKALUY O0JIb30BATENs, B HEAHOHHMMHBIX
UICHTH(DUKAIINH TI0JTB30BATEIS SBJISCTCS 0053aTEIBHOM.

Taroke claeayeT pa3iudaTh JIEKTPOHHBIC (PUATHBIC ICHBIY (PaBHBI TOCYAaPCTBEHHBIM BAIIOTAM)
AJICKTPOHHBIC HE(UATHBIC JCHBIHM (HE paBHBI TOCYAAPCTBCHHBIM BAIIOTaM).

OcHOBHBIE COBETHI 10 0e30MacHOI padoTe ¢ 3JIeKTPOHHBIMH 1eHbIaMU:

e [IpuBsxu K cueTy MOOWIBHBI TeneoH. DTO caMblii yAOOHBIH U OBICTPHIi CII0CO0 BOCCTAHOBUTH
JocTyI K cuetry. [IpuBsizannblil TenedoH momoxer, eciiu 3a0yenib CBOH MIaTeXHBIN Mapoib WIH
3aliJIe[Ib Ha CalT ¢ HE3HAKOMOI'O YCTPOKCTBA;

e Ucnone3syii omHOpa3zoBsie mapoiu. [locite mepexona Ha YCHUIICHHYIO aBTOPH3ALIUIO Tebe yke He OyaeT
YTPOXKaTh OMACHOCTh KPAXKH MM TepeXBaTa MIATESKHOTO Mapois;

e  BriOepu croxxHbIN apoiib. [IpecTynHuKaM OyJeT He MPOCTO yrajaTh CIOKHBIN maposb. HanexHbie
MapOIIN — STO MAPOJH, KOTOPEIE COACpKaT HE MEeHee 8 3HAKOB U BKIIFOYAIOT B Ce0SI CTPOYHBIC U
MPONHUCHBIE OYKBBI, IM(PBI U HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HAK J0Njapa, pyHTa,
BOCKJIMIIATEIbHBIHN 3HaK ¥ T.I1. Hanpumep, $tROng!;;

e He BBOAM CBOM JIMUHBIE JaHHBIE Ha CaliTax, KOTOPHIM HE JOBEPSEILIb.

DJICKTPOHHASA MMOUYTA

ONEeKTpOHHAsl MOoYTa — 3TO TEXHOJOTHMsS M IPEJOCTaBIseMble €10 YCIYTd IO IEPEChUIKE U MOJYYEHHIO
3JIEKTPOHHBIX COOOIIEHUH, KOTOpBIE PACHPENENAIOTCSs B KOMIBIOTEpHOH ceTu. OOBIYHO 3JEKTPOHHBII
MTOYTOBBIH SIITUK BBITJISIUT CIETYIONAM 00pa3oM: UMs_TIOJIb30BaTes(@uUMs_JToMeHa. Takke KpoMme Tiepeiadun
MPOCTOTO TEKCTa, UMEETCSI BO3MOXKHOCT ITepeAaBaTh (hailiibl.

OcHoBHBIE cOBETHI 110 0e30nacHOl padoTe ¢ IJTeKTPOHHOM MOYTO¥:

e Hano BeIOpaTh NMpaBWIBHBINA ITOYTOBBIH cepBHC. B MHTepHETE ecTh OrpOMHBIA BHIOOP OeCIIaTHBIX
MIOYTOBBIX CEPBUCOB, OJTHAKO JIyHUIIC JOBEPSTH TEM, KOTO 3HACIIb, M KTO IIEPBHIi B PEHTHHTE;

e He ykaspBali B JMYHOW TmouTe JHMYHYI0 wuH(popMmauuio. Hanpumep, myume BeIOpaTh
«MY3BIKATBHBIN _(paHat@y» mmu «pok2013» BMecTo «remal3y;



e lcnomp3yil HBYXJTalmHYIO aBTOPH3AIMIO. OJTO KOTAAa IIOMHMO Tapoyii HYXHO BBOAWUTH KO,
npucbuiaeMblid o SMS;

e BriOepu cnoxHbli maposib. JIJis KaXJOro IMOYTOBOTO SIIUKA JOJDKEH OBITh CBOM HaJEKHBIH,
YCTOWYHUBBIN K B3JIOMY NapOJIb;

e Ecau ecTh BO3MOXXHOCTb HallMCaTh CAMOMY CBOM JIMYHBIN BOIIPOC, UCHIONB3YH ATY BO3MOXKHOCTb;

e lcronb3yl HECKOJIBKO MOYTOBBIX SIIIMKOB. [1epBhIil M1 YaCTHOW MEPENHCKH C afpecaTaMu, KOTOPhIM
TBI TOBEpsCHIb. DTO AIEKTPOHHBIN afpec HEe HAJO HCIOJIB30BATH NPH PETUCTPAlUN Ha (opyMmax U
cairtax;

e He oTkpriBaii (paiisipl U IpyTrHe BIOKEHHUS B MIAChMAaX JIaXKe €CIIM OHU MPHIIUTH OT TBOMX Jpy3ei. Jlydre
YTOUHH Y HUX, OTTIPABILSUIN JI OHU TeOE ITH (aiiib;

e Ilocne okoH4aHUs1 pabOTHl Ha MOYTOBOM CEpPBUCE IEpe] 3aKphITHEM BKJIAJKHU C caiiToM He 3a0ynb
Ha)kaTb Ha «BeIATIY.

KuoepOy/JJIMHT WM BUPTYAJLHOE U31EBATEJILCTBO

KubepOymuHr — mpeciieJoBaHue COOOIIEHUSIMH, COIEPKAIIUMH OCKOPOJIEHHS, arpecculo, 3alyTruBaHUE;
XYJIATaHCTBO; COIMAIEHOE OOUKOTHPOBAHKE C TOMOIIBIO PA3IIMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 00pb0e ¢ KHOepOyNIMHIOM:

e He Opocaiics B 60ii. JIyumuii crioco0: MOCOBETOBAThLCS Kak ceOs BECTH U, €CJIM HET TOTO, K KOMY MOKHO
00paTUTHCS, TO BHAYAJE YCIIOKOUThCS. ECIM ThI HAuHENIh OTBEYaTh OCKOPOICHUSIMU Ha OCKOPOJICHUS,
TO TOJIBKO eliie OO0JIbIIe Pa30XIKeIIb KOH(IHKT;

e  VmpaBisi cBoel KnOeppernyTanuei;

e AHOHHUMHOCTH B ceTd MHHMas. CyIIECTBYIOT CIOCOOBI BBICHHTh, KTO CTOMT 338 AHOHHMHBIM
AKKayHTOM;

e He crouT BecTH XyJIUraHCKHi 00pa3 BUPTYyallbHOM sku3HH. HTEpHET QUKCHpyeT Bce TBOU JEUCTBUS U
COXpaHsIeT uxX. Y NAIUTh UX OyJeT KpalHe 3aTPyIHUTEIBHO;

e CoOnronaii CBOM BUPTYaIbHYIO YECTh CMOJIONY;

e Urnopupyit eaunnunblii Heratus. OJHOPA30BbIE OCKOPOUTENBHBIE COOOIICHUS JyUllle HTHOPHPOBATH.
OOBIYHO arpeccusi MpeKpalaeTcs Ha Ha4YallbHOW CTaluH;

e ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOINCHHSMH, B COIMAIBHBIX CETSIX €CTh
BO3MOXKHOCTb OJIOKUPOBKHU OTITPABKH COOOIICHHUIT C OMPEAEICHHBIX a/IPeCOB;

e Ecmu ThI cBUneTEns KUOCPOYIUIMHTA. TBOU NEHCTBUS: BHICTYIIUTH IPOTUB MPECIICAOBATEINS, TOKA3aTh
eMy, YTO ero JeiCTBHS OIICHHBAIOTCS HEraTUBHO, TMOJICPXKATh JKEPTBY, KOTOPOH HYXHA
MICUXOJIOTUYECKAast TIOMOIIb, COOOIINTH B3POCIBIM O aKTe arpeCCUBHOTO MOBECHUS B CETH.

MoouianLHbIN TeJaedhoH

CoBpeMeHHBIE CMapT(OHBI U IUIAHIIETHI COAEPKAT B ceOe BIIOJTHE B3POCIBIi (DYHKIIMOHAN U TETeph OHU MOTYT
KOHKYPHPOBATh CO CTAIIHOHAPHBIMU KOMIIbIoTepaMu. OTHAKO, CPEACTB 3aLIUTHI AT TOJOOHBIX YCTPOHCTB MOKa
oueHb Malo. TecTUpOBaHUE U MOUCK YA3BUMOCTEN B HUX IIPOUCXOAMT HE TaK MHTEHCUBHO, Kak s 1K, To xe
camoe KacaeTcsi 1 MOOWIBHBIX NpHiIokeHui. CoBpeMeHHbIe MOOMIBHBIE Opay3ephl yke MPaKTUIeCKU TOTHAIH
HACTOJIbHBIE aHAJIOTH, OHAKO pacluIMpeHne QYHKIHOHAJA BIE€YeT 3a COOO0H OOIBIIYIO CIIOKHOCTh M MEHBIIIYIO
3alUIICHHOCTh. Jlaneko He Bce MPOM3BOAWTEIM BBITYCKAIOT OOHOBJICHHUS, 3aKPBIBAIOIINE KPHUTHYECKHUE
YSI3BUMOCTH JUJISI CBOUX YCTPOMCTB.

OcHoBHBbIE COBETHI /1JIs1 6€30MaACHOCTH MOOUILHOTO TeslepoHA:

e Hudero He sBiseTcs MO-HACTOSIIEMY OecIUTaTHBIM. Byab ocToposkeH, korma TeOe IpeiararoT
OecIUTaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO IUTATHBIE YCIYTH;

o Jlymaii, mpexje 4yeM oTipaBuTh SMS, ¢poTo wim Buaeo. Thl TOUHO 3HACIIIb, T/I€ OHU OYJYT B KOHCYHOM
utore?

e Heo0xoauMo OOHOBIIATH ONEPAOHHYIO CHCTEMY TBOETO cMapT(hoHa;

e Vcnone3yif aHTUBHPYCHBIE IPOTPAMMBI JJ1s1 MOOMITEHBIX TEJIC(OHOB;

e He 3arpyxail npuiokeHus: OT HEU3BECTHOIO UCTOYHMKA, BElb OHU MOTYT COJAEpXkAaTb BPEJOHOCHOE
IpOTrpaMMHOE 00eCTICUCHHE;

e Tlocie TOro Kak Thl BBIHICIIH C CaiiTa, TJIe BBOIWII JUYHYIO HHPOPMAIIHIO, 3ali11 B HACTPOHKH Opay3epa
U ynanu cookies;

e [lepuoanuecku NpoBepsit Kakue IIIaTHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEDE;

e Jlamaii cBOIf HOMEp MOOMIBHOTO TeJe(OHA TONBKO JIFOASIM, KOTOPBIX ThI 3HACIIH U KOMY JOBEPSCIIb;



e Bluetooth momxkeH OBITh BBIKIIOYEH, KOTA Thl UM HE TOJb3yenibcsa. He 3a0bIBaii mHOTA IPOBEPSATH
3T0.

Online urpni

CoBpeMeHHbIe OHJIAH-UTPBI — 3TO KPACOYHBIE, 3aXBATHIBAIOLINE Pa3BICUCHHs, O0ObEIUHSIOIINE COTHH ThICAY
YeOBEK IO BceMy MUPY. rpOKH HCCIIEAYIOT TaHHBIH UM MUP, O0IAIOTCS APYT C APYTOM, BBITIONHSIOT 3aIaHHS,
CPaXXarOTCSl C MOHCTPAMH M TMOJYYalOT OIBIT. 3a YHAOBOJBCTBHUE OHH ILUIATSIT: MOKYMAIOT JUCK, OIUIAYHBAIOT
a0OHEMEHT WA MPHOOPETAIOT KaKHe-TO OTIIIHH.

Bce 3tu cpeactBa uayT Ha NOAAEP KaHUE U PA3BUTHE UTPBL, & TAKXKE Ha caMy 0€30I1aCHOCTb: COBEPLIEHCTBYIOTCS
CHCTEMBI aBTOPH3AINH, BEHITYCKAIOTCS HOBBIE MaTdd (IM(POBBIC 3aIUTaTKH IS MPOTPaMM), 3aKPBIBAIOTCS
VSI3BUMOCTH CEPBEPOB. B MOMOOHBIX HTpax CTOMT OMACATHCSI HE CTOIBKO CBOMX COTIEPHUKOB, CKOJIIBKO KPaXKH
TBOETO MapoJisi, HA KOTOPOM OCHOBaHa CUCTEMa aBTOPHU3AIMK OOIBIIMHCTBA UTP.

OcHOBHBbIE COBETHI 0 0€30MaCHOCTH TBOEr0 HUI'POBOI'0 aKKayHTa:

e Ecmu npyroit urpok Bener ceds miIoxo WK co3gaeT TeOe HeNPHUATHOCTH, 3a0JIOKHPYH €ro B CHHCKE
UTPOKOB;

e [Tloxamyiicss aqMMUHUCTPATOPaM UIPHI HA IUIOXOE MOBEAEHHUE ITOT0 UIPOKA, JKENATEIbHO MPUIOKUThH
KaKHe-TO JJ0Ka3aTelIbCTBA B BUJE CKPUHOB;

e He yka3piBaii THYHYI0 HHPOPMAIIHIO B TIpodaiiiie Urpsl;

e  YBaall IpyTux y4acTHUKOB IIO UIPE;

e He ycranaBnuBaii Heo(hUIIMaIbHBIE TATIH U MOBI;

e Vcnonb3yii CII0KHBIE U Pa3HbIE IAPOIIY;

e Jlaxxe BO BpeMs UTPbI HE CTOUT OTKJIIOYATh aHTHBUpPYC. Iloka ThI Urpaelb, TBONH KOMIBIOTEP MOTYT
3apasuTh.

OUINHHT WK KPaKa JHYHbIX JIJAHHBIX

OOBIUHOHM Kpakell NeHer U JOKYMEHTOB CETOJHS YK€ HHUKOro He yauBHfilb, HO ¢ Pa3BUTHEM HHTEpPHET-
TEXHOJIOTHH 3TOYMBIIUICHHIKH [IEPEMECTHIINCH B HHTEPHET U MPOIOJDKAIOT 3aHUMAThCS JIFOOMMBIMY JIETIOM.
Tak mosBUIack HOBas yrpo3a: WHTEPHET-MOLIEHHWYECTBA WM (DPUIIMHT, IMTaBHAs IEJIb KOTOPOTO COCTOHT B
MOJTy4YeHUH KOH(HUICHIMAIBHBIX JaHHBIX IONb30BaTeneil — JOrMHOB M maposeil. Ha aHrmumiickoMm s3bike
phishing ynTtaercs kak ¢umunr (ot fishing — prI6Has n0BIs, password — mapois).

OcHoBHBIE COBeThI 10 60pb0e ¢ GUIMHIOM:

e Crnemu 3a cBoMM akkayHTOM. Eciam TBI ToOmo3peBacmib, YTO TBOSI aHKETa ObUIa B3JIOMaHa, TO
He00X0aMMO 3a0JI0KMPOBATh €€ U COOOIIUTH aIMUHUCTPATOpaM pecypca 00 ITOM Kak MOXKHO CKOpee;

e lcmonb3yit Oe3onacHble BeO-CallThl, B TOM YHUCIIE, HHTEPHET-Mara3uHOB U MMOMCKOBBIX CUCTEM;

e lcnone3yii CIOKHBIE U pa3HbIe mapoin. TakuMm o0pa3oM, ecir TeOs B3IIOMAIOT, TO 3JI0yMBIIUICHHUKA
MOJydYaT JOCTYH TOJIBKO K OJJHOMY TBOEMY MPOQUIIIO B CETH, a HE KO BCEM;

e Ecnu Tebsa B3nOMaiy, TO HEOOXOUMO NPEAYIPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOpPbIE JOOABJICHBI Y
TeOs B IPY3BsIX, O TOM, UTO TeOs B3IIOMAITH U, BO3MOKHO, OT TBOETO HMEHH OyJeT pacChUIAThCS CIIaM U
CCBUIKM Ha (PUIIUHIOBBIEC CANTHI;

e YcraHoBu HajexHbIH napois (PIN) Ha MOOMITBHBI TenedoH;

e  OTxiIOYH COXpaHEHHUE Mapois B Opaysepe;

e  He oTkpbIBaii (haiiiibl ¥ ApyTrHe BIOXKEHHS B MICbMax JaykKe €CIIM OHHU NPHUIIUIH OT TBOUX Apy3eit. Jlyuie
YTOUHH Y HUX, OTIIPABIISUIN JIX OHU TeOe 3TH (aiiibl.

IHudpoBas penyranus

Hudposas pemyTamus - 3TO HEraTUBHAS WM MTO3UTUBHAA MH(opManus B ceTn o Tedbe. Kommpomernpyromas
uHpOpMAIHS pasMELICHHAs] B MHTEPHETE MOXKET CePbe3HBIM 00pa3oM OTPa3UThCS HA TBOSH peanbHON KHU3HU.
«Lludposas permmyranus» - 3T0 TBOH UMHJDK, KOTOPBIH popMmupyeTcs u3 HHpopMaruu o Tede B nuHTepHeTe. TBoe
MECTO JKUTEIBCTBA, yueObl, TBOC (PMHAHCOBOE MOJIOKEHIE, OCOOCHHOCTH XapakTepa U pacCKa3bl O ONM3KHUX —
BCE 3TO HaKaIlJIUBaeTCs B CeTH.
MHorre HOAPOCTKH JIETKOMBICIICHHO OTHOCSATCS K ITyOJHMKanuy JW4HON wmHpopmanun B MHTepHere, He
MIOHMMast BOSMOXKHBIX TTOCTIEACTBHH. ThI ake HE CMOJKEIIb I0TaaThCsl O TOM, 4TO (oTorpadus, pasMenieHHas
5 JeT Hazaj, cTasa IIPUUMHON OTKa3a IPUHSATH TeOs Ha pabory.



KommenTapuu, pazmenienrne TBoux GpoTorpaduii u Apyrue JeHCTBUS MOTYT HE HCUE3HYTh 1a)Ke ITOCIIE TOTo, KaK
TBI UX yHaNHIIb. Thl HE 3HACIIb, KTO COXPAHWI 3Ty WH(POPMAIHIO, TIONalia JH OHA B MOMCKOBBIC CUCTEMBI U
COXpaHWJIACh JIM OHA, a TJIABHOE: YTO MOIYyMAIOT O TeOe OKpYy’Kalollee JI0AN, KOTOPBIE HAAYT U YBUIAT 3TO.
Haiiti mapOpMAaIiiio MHOTO JIET CITYCTSI CMOXKET JIF00O0M — KaK U3 JTOOPBIX OOYXKICHUH, TaK U C HAMEPEHHEM
MPUYUHUTD Bpell. DTO MOXKET ObITh KTO YTOJHO.

OcHOBHbBIE COBETHI 10 3amuTe HHGPOBOii penyTamun:

e [loxgymaii, mpexae 4eM 4To-TO ITyOIMKOBATE U IIEpeaBaTh y ce0sl B OJIOTE WK B COIMANBHON CETH;

e B nactpoiikax npouis ycTaHOBH OTpaHUYCHHS HA IPOCMOTP TBOETO MPO(HIIS M €T0 COAEPKIMOTO,
cenai ero TOJIBKO «UIsl Ipy3ei»;

e He pa3mermnaii n He yka3biBail HHOPMAIHIO, KOTOPast MOXKET KOT0-JTHOO0 OCKOPOJISATH MIIM OOMKaTb.

ABTOPCKOE MPaBO

CoBpeMeHHbIE HIKOJIbHUKH— aKTUBHBIE MOJIb30BaTENIN HU(PPOBOTo nmpocTpancTBa. OIHAKO 1ajeKo He BCe 3HAIOT,
YTO TIOJIb30BAHWE MHOTHUMH BO3MOXKHOCTSMH IdpoBoro Mupa T1peOyeT COONIONCHHUsS TpaB Ha
HWHTEIUICKTYIbHYTO COOCTBEHHOCTb.
TepMUH «MHTEeJIEKTYaIbHasi COOCTBEHHOCTB» OTHOCUTCS K Pa3jMYHBIM TBOPEHHUSM 4YeJIOBEYECKOIO yMa,
HAYUHAs C HOBBIX M300pETCHUN ¥ 3HAKOB, 00O3HAYAIONIMX COOCTBEHHOCTh HA MPOAYKTHI W YCIYTH , H
3aKaHYMBas  KHUram, ¢ortorpadusmMu, KUHOQWIBMAMH W MY3BIKAJIBHBIMH  NPOWU3BEICHHSIMHU.
ABTOpCKHe MpaBa — 3TO MIPaBa Ha WHTEIUIEKTYallbHYI0 COOCTBEHHOCTh Ha IPOM3BEACHUS HAYKHU, JTUTEPATYPHI
U HCKYCCTBa. ABTOPCKHE IMpaBa BHICTYMAIOT B KaY€CTBE TapaHTUH TOTO, YTO MHTEIUICKTYaJIbHBIA/TBOPUYECKHUIA
TPYZ aBTOpa He OyJeT HAalpacHBIM, TaCT €My CIIPaBeJIMBbIC BO3MOKHOCTH 3apaboTaTh Ha Pe3ysIbTaTaX CBOETO
TpyZa, NOJYYHTh U3BECTHOCTh W MpHu3HaHWe. HUKTO Ge3 paspelieHus aBTopa He MOXKET BOCIIPOU3BOAMTE €T0
MIPOU3BEICHHUE, PACTIPOCTPAHSTh, TYOJIUYHO JeMOHCTPUPOBATh, MPOJABATh, UMIIOPTUPOBATD, ITyCKATh B IIPOKAT,
MyOJIMYHO ~ WCHOJHSATH,  TOKa3bIBaTH/UCIONHATE B 3duUpe WM pa3Mmemarh B MHTepHere.
Hcmonp30oBanue «IMPaTCKOT0» MPOrPaMMHOTO 00eCTIeUeHMsI MOKET NMPUBECTH K MHOTUM PHUCKaM: OT MOTEPH
JAHHBIX K TBOMM aKKayHTaM J0 OJIOKUPOBKHM TBOETO YCTPOWCTBA, TJI€ YCTAHOBJICHHBIA HE JierajbHast
nporpamma. He crout Takke 3a0bIBaTh, YTO CYIIECTBYET JIeTallbHbIE M OECIUIATHBIE MPOTPaMMBI, KOTOpbIE
MO’KHO HaliTH B CETH.

CeTeBU40K.p(p — TBOI TJIaBHBIN COBETYHK B CETH.

371ech Thl MOKEIIb Y3HATh O 0€30MaCHOCTU B CETH MOHATHBIM U IOCTYIIHBIM SI3bIKOM, a IIPU
BO3HUKHOBEHUHU KPUTHUYECKOM CUTyallMl OOpaTUTHCS 32 COBETOM.

Opranuzarop npoekra — «bior mkoiasHOro Beesnaiikn» www.e-parta.ru MadopmannonHo-
[IO3HABATEJIbHBIN [TOPTAJI JI IOAPOCTKOB.

ITpu nognepsxku HII «JIura 6e3omnacHoro uatepHera», ['ocynapcrsennas lyma P® u Coser
Oenepaunu PO. [IpoekT nMeeT MoNoKUTENBHOE DKCIIEPTHOE 3aKItoueHne Munucrepcrsa
oOpa3oBaHus 1 Hayku PO.



