HNEJATOI'AM O TH®OPMAIIMOHHOM BE3OITACHOCTH

Kornma peusr 3axomut 00 MH(POPMAIMOHHON 0€30MacHOCTH, OOBIYHO MBI HaYMHAEM IyMaTh O
KOMITBIOTEpax, CeTsIX, MHTepHeTe U xakepax. Ho aist oOpazoBatensHON cpefsl mpobiieMa CTOUT IIHpeE: B
OrpakIICHWHU ydaierocsi oT uH(opMmalyu, KOTopas MOXKET HeraTHBHO IOBIUATH Ha ero (POpMHUPOBAHHUE
U pa3BUTHE, TO €CTh O IpONaraHje pa3InyHON HaNpaBIEHHOCTH.

[NousTre MHPOPMAITMOHHOI 0€30MacHOCTH

[Mon wHpoOpManMOHHON OE30MACHOCTHIO IMOHWMAETCSl 3AIUIIEHHOCTh HMH(POPMALMOHHON
CHCTEMBI OT CIy4allHOTO WJIM MPEeJHAMEPEHHOI'0 BMEIIATENbCTBA, HAHOCSIIErO yiepO BlajenblaM Uin
MOJIb30BaTENsIM HH(OpMAaLKK.

Ha npaxTrke BaKHEHIIMMH SIBIISIFOTCS] TPH acliekTa HH)OPMAIMOHHON 0e30MaCHOCTH

JOCTYIHOCTH (BO3MOYKHOCTH 3a pa3yMHOE BpeMs MOJNyYUTh TpeOyemylo HH(OpMAIMOHHYIO
yeayry);

LEIOCTHOCTh (aKTYaJIbHOCTh M HEMPOTUBOPEYMBOCTH HMH(OpMAIUM, €€ 3allMIIEHHOCTh OT
pa3pylIeHUus ¥ HECAHKITMOHUPOBAHHOTO U3MEHEHHS);

KOH(HUACHIUAIBHOCTD (3alUTa OT HECAHKIMOHUPOBAHHOI'O TIPOYTESHHMS).

HapymieHust JOCTYMHOCTH, IIETOCTHOCTH ¥ KOH(QUACHIHATBHOCTH HH(OpMAIMU MOTYT OBITH
BbI3BAaHbI PA3JIMYHBIMHA OITACHBIMUA BOSHeﬁCTBHHMH Ha I/IH(bOpMaHI/IOHHBIe KOMIIbIOTEPHBIC CUCTEMBI.

OcHoBHBIE YIPo3bl MH(OPMAIMOHHOI 0€30MACHOCTH

CoBpeMeHHast HH)OpMAaIMOHHAS CUCTEMA TPEJCTaBISIET COOO0M CIIOKHYIO CHCTEMY, COCTOSIITYIO
u3 60.HBHIOI'O qHCJia KOMIIOHCHTOB pastquf/'I CTCIICHU aBTOHOMHOCTH, KOTOPBIC CBA3aHbI MCKIY 0060171
u O6MCHI/IBaIOTC$I JaHHBIMU. HpaKTI/IT-IeCKI/I Ka)KHBIﬁ KOMIIOHCHT MOXKET IOABCPTHYTHCA BHCIIHEMY
BO3JICHCTBUIO WIIM BBIUTH M3 CTPOsi. KOMITOHEHTHI aBTOMATH3MPOBAHHON WH()OPMAIIMOHHOW CHCTEMBI
MOXHO pa30OHTh Ha CIICAYIOIIUE TPYIIIHL:

Annapamuvle cpedcmea. ITO KOMITBIOTEPHI U MX COCTaBHbIE YacTH (IIPOIECCOPBI, MOHUTOPEI,
TEpMUHAIIBI, TepUQEpUItHbIE YCTPOHCTBA — IPUHTEPHI, KOHTPOJUIEPHI, KaOCIH, JIMHUU CBA3HU U T.11.);

Ilpoepammnoe obecneyenue. OT0 TPUOOPETECHHBIC TPOTPAMMBI, HCXOIHBIE, OOBEKTHEIE,
3arpy304Hble MOIYJH; OINEPALUOHHBIE CHCT€Mbl M CUCTEMHBIE IPOrpamMMmbl  (KOMIIMJISTOPHI,
KOMITOHOBIIMKH U JIp.), YTHIIUTBI, JUATHOCTUYECKHE IPOrPaMMBI U T.1.;

Hannvle, XpaHUMble BPEMEHHO U IIOCTOSIHHO, Ha JAWCKaX, (3IIKaX, NeyaTHbIE, apXUBHI,
CHCTEMHbIE )KYpHaJIbI U T.1L.;

Ilepconan. Ilonp3oBatenu, CHCTEMHBIE aIMUHUCTPATOPBI, IPOrPAMMUCTHI U JIp.

OmnacHble BO3AEHCTBHS HA KOMIBIOTEPHYIO HH(GOPMALMOHHYIO CHCTEMY MOXXHO MOAPa3eanTh
Ha cJy4aiiHble W NpeJHAMepeHHble. AHAIN3 ONbITA IPOCKTUPOBAHMSI, U3TOTOBJICHUS U IKCILTyaTalluu
NH(GOPMAIIMOHHBIX CHUCTEM IIOKa3blBaeT, 4TO HHGOpPMALMs IOIBEPracTcsl pPa3iuuHbIM CIy4aiHbIM
BO3JICHCTBUSAM Ha BCEX JTalax LUKIA KU3HA CHUCTeMbl. [IpyuMHamMu CiiydailHbIX BO3ACUCTBUI IpU
9KCIUTyaTallud MOTYT ObITh:

aBapUIfHBIE CUTYaAIlNU U3-32 CTUXUWHBIX OCCTBUIA W OTKITIOYEHHUN DIIEKTPOMUTAHHS,;

OTKa3bl U COOM armapaTypsr;

OIIMOKH B MPOTPaMMHOM O0ECTIeUEHIH;

omOKH B paboTe MmepcoHana;

IIOMEXH B JIMHUAX CBSA3H U3-32 BO3JCHCTBUI BHEIIHEH Cpeabl.

IIpeanamepeHHbIe BO3AEHCTBUS — 3TO LieJICHAIPABICHHbBIE NeHCTBUs HapymuTens. B kauectse
HApYLIUTENS MOTYT BBICTYNATh CIIY)KAILMH, [TOCETUTENb, KOHKYPEHT, HAeMHHK. JefCTBUS HapyLIUTENs
MOTYT OBITH O0YCIIOBJIEHBI Pa3HBIMH MOTHBAMH:

HEIIOBOJIbCTBOM CIIYXAaIllero CBOEH Kapbepow;

B3SITKOM;

JIIOOOTIBITCTBOM;

KOHKYpPEHTHOI 00ph00ii;

CTpEMJICHHEM CaMOYTBEPIUTHCS JIF0OOH 1IEHOH.

MOXHO COCTaBUTh TMIIOTETUYECKYIO MOJIENIb HOTEHIMAILHOTO HapYIIUTENIS:

KBaJTM(HKALIKS HAPYIIUTENS HAa YPOBHE Pa3paboTUNKa JaHHOW CHCTEMBI;

HApYIIUTEIEM MOXKET OBITh KaK IIOCTOPOHHEE JINLIO, TaK U 3aKOHHBIN TIOJIb30BaTENb CUCTEMBI;

HApYIIUTENO N3BECTHA MH(OpMAIHs 0 IPUHIMIIAX Pa0OThI CUCTEMBI;

HapyLuUTeNnb BeIOMpaer Hanbosee ciaadoe 3BeHO B 3aIlIUTE.

Haubonee pacnpocTpaHeHHBIM M MHOTroOOpasHBIM BHIOM KOMIIBIOTEPHBIX HapyLIEeHUH
SIBIISIETCS] HECAHKLIMOHUPOBAHHBIN JOCTYN. HecaHKIMOHUPOBAHHBINA TOCTYN UCIONB3YET JTI00YI0 OMIMOKY



B CHCTEME 3allUTHl U BO3MOXKEH IpPU HEpalHOHAJBLHOM BBIOOpE CPEICTB 3aIUTHI, UX HEKOPPEKTHON
YCTaHOBKE U HACTPOMKE.

Knaccudukanuss kaHajoB HECAHKIHMOHHMPOBAHHOIO JOCTYNa, MO0 KOTOPbIM MOKHO
OCYHIECTBUTDH XHIIIeHHE, H3MEeHEeHHe WM YHHUYTOKeHne HHPOpManum:

Yepes uenogexa:

XHILEHUE HOCUTeNel nHpopMalum;

YTCHUC I/IH(I)OpMaHI/II/I C 3KpaHa HUJIK KJIaBUATYPbI;

yTeHre HHPOPMALIUH U3 PACICYATKH.

Yepes npoecpammy:

repexBar naposiei;

nemmdpoBka 3amu(ppoBaHHON HHPOPMALIUH;

KOMHUPOBaHNE UHPOPMAIMN C HOCHUTEISL.

Yepes annapamypy:

MOJKITIOYEHUE CIIEIMAaIbHO Pa3paboTaHHbIX arlapaTHBIX CPEACTB, 00ECTIEYMBAIOIINX JOCTYI K
HH(pOpPMAIUH;

nepexBaT MOOOYHBIX 3JIEKTPOMATHUTHBIX HM3JIyYEHHU OT amlmaparypbl, JHHUH CBSI3H, ceTed
QJICKTPOIIUTAaHUA U T. 1.

Oco00 crenyer OCTaHOBHTHCS Ha yrpo3ax, KOTOPBIM MOTYT IMOJBEpPraThCsl KOMIBIOTEPHBIE
cetn. OcHOBHasi OCOOCHHOCTH JIFOOOW KOMITBIOTEPHONH CETH COCTOMT B TOM, 9YTO €€ KOMITOHEHTHI
pacnpeneneHsl B poctpaHcTBe. CBSI3h MEK/Y Y31aMU CETH OCYIIECTBISIETCS (DPU3UYECKH C MTOMOIIBIO
CETEBBIX JIMHWH W MPOrpaMMHO C TIOMOIIBI0 MexaHu3ma coobmieHuit. [Ipu 3ToM ympamsromime
COOOIIEHNSI W JIaHHBIE, NepechbllaeMble MEXKAY Y3JIaMH CETH, TMEepelalTcs B BUJE TAaKeTOB OOMeEHa.
KOMHBIOTepHBIe CETU XapaKTCPHbI TEM, YTO NPOTHB HUX NPECANPHUHUMAIOT TaK HA3bIBAEMbIC YIAaJICHHBIC
aTaKH. HapyHmTenL MOXET HaXOAUTHCA 3a ThICAYU KUJIOMETPOB OT aTaKyeMOro O6’LeKTa, IIpyu 3TOM
HaNaJIeHUI0O MOXET TOJIBEPraThCsl HE TOJBKO KOHKPETHBI KOMIBIOTEP, HO U HH(pOpMAIus,
TIepEeIaroIascs Mo CeTeBbIM KaHajlaM CBS3H.

Oobecneuenne HHPOPMALMOHHOM 0€30IACHOCTH

dopmupoBaHKe peKUMa HHOOPMAILTHOHHOM 0€30M1aCHOCTH — MpobiieMa KOMILIEKCHas. Mepbl 110
ee PEIIEHUI0 MOYXHO TOPa3IeNUTh Ha TSATh YPOBHEH

1. 3axonooamenvhbiii . ITO 3aKOHBI, HOPMATUBHBIC aKThI, CTAHIAPTHI U T.I1.

HopmaTtuBHO-TIpaBoBas 6a3a onpemensionas mopsaoK 3adThl HH(OPMAIHIH:

2. MopanvHo-smuueckuii. BceBO3MO)KHBIE HOPMBI TTOBE/ISHISI, HECOOTIOIEHNE KOTOPBIX BEIET K
MaJIeHAIO MTPECTHKA KOHKPETHOTO YEIOBEKa MM IENTOW OpraHM3aIliH.

3. Aomunucmpamuensiii. JlelictBus oOmero xapaxTepa, HPEANPHHIMAEMbIE PYKOBOACTBOM
opranm3anud. TakuMu JOKyMEHTaMHU MOTYT OBITh:

MIpUKa3 PYKOBOIUTENS O HAa3HAYEHWH OTBETCTBEHHOTO 3a obOecmedeHue WHGPOPMAIMOHHON
0e30MacHOCTH;

MOJDKHOCTHBIE ~ OOSI3aHHOCTH ~ OTBETCTBEHHOTO  3a  o0ecrmedeHHe  HWH()OpPMaIMOHHOM
0€e30MacHOCTH;

MepeYeHb 3aIUIIIAeMbIX HH(OPMAITMOHHBIX PECYPCOB U 0a3 TaHHBIX;

WHCTPYKIUIO, ONPEACISIONIYI0 TOPSAOK MpeaocTaBleHuss WHGOPMAIM  CTOPOHHUM
OpTaHM3AIMSM IO UX 3aIpocaM, a TakXKe IO IIpaBaM JIOCTYIa K Hell COTPYTHUKOB OpTraHU3aINH.

4. @usuueckuii. MexaHU4YecKue, HJEKTPO- U DJIEKTPOHHO-MEXAHUYECKUE MPEMATCTBUS Ha
BO3MOKHBIX MYTSX MPOHUKHOBEHHS ITOTEHITUATBHBIX HAPYITUTEIEH.

5. Annapammuo-npocpammnelii (3NEKTPOHHBIE YCTPOWCTBA M CIENHAIFHBIC TIPOTPAMMEBI 3aIIUTHI
nHpOpMAaIun).

Mepsl 1o co3xannio 0e30nacHoii HTHPOPMALMOHHOMN CHCTEMbI B YUPE/KICHUM:

OOecrieunTh 3alIUTy KOMIBIOTEPOB OT BHENIHUX HECAHKIMOHWPOBAHHBIX BO3IEUCTBUI
(KOMITBIOTEPHBIE BUPYCHI, JIOTHYECKAE OOMOBI, aTaKh XaKepoB H T. JI.)

Y CTaHOBUTH CTPOTUN KOHTPOIIb 32 AJIEKTPOHHOHN ITOYTOM, 00ECIedeH IMOCTOSHHBIA KOHTPOIb 32
BXOJALLIEH U UCXOISIIEH KOPPECTIOHACHITUEH.

Y CcTaHOBHUTH COOTBETCTBYIOLIHME NApOJH Ha nepcoHanbHble T1K.

Hcnonp3oBaTh KOHTEHT-QMIBTPBI, A7 QUIBTPALUH CAHTOB MO UX COAEPKUMOMY.

Ennnas CcOBOKYMHOCTH BCEX O3THUX MEp, HANpPaBICHHBIX Ha MPOTHUBOJICHCTBHE YIrpo3am
0€30MacHOCTH C LEbI0 CBEACHHSI K MUHUMYMY BO3MOKHOCTH yiiep0a, 00pa3yloT CUCTEMY 3allUTHI.

CrienManucThl, UMEIOIIME OTHOLIEHHE K CHCTEME 3alUThl JOJDKHBI MOJHOCTBIO MPEACTABISTH
cebe MpUHLMMBI ee¢ (PYHKIMOHWPOBAHMS W B CiIydae BO3ZHHKHOBEHHS 3aTPyIHHUTEIBHBIX CHUTYyalMi



aJeKBaTHO Ha HUX pearupoBath. [log 3ammToN [OKHA HAXOOUTHCA BCA cHCTeMa 0OpabOTKU
nH(POPMALUH.

Jluna, 3aHMMatommecst obecriedeHHeM HH(OPMAMOHHONW Oe30MacHOCTH, JOJKHBI HECTH
JUYHYIO OTBETCTBEHHOCTb.

Hapexnass cucrema 3amuThl JOMKHA OBITH IMOJHOCTBIO IMPOTECTHPOBaHA W COTJIacoBaHa.
3ammra ctaHoBUTCs Oosee d3QQEKTUBHON U THOKOM, €cli OHA JIOMTyCKaeT U3MEH EHHE CBOUX MapaMeTpoB
CO CTOPOHBI a]MHHUCTPATOPA.

PexoMengaumuu no opranuzanuu padotTbl B MH(POPMAIIMOHHOM NMPOCTPAHCTBE

1. Ilepen HauyanmoM pabOThI HEOOXOMUMO HYETKO C(HOPMYJIUPOBATH IEIh M BOMPOC IOUCKA
WH(POPMAITUH.

2. KenarenbHo BBIPA0OTAaTh ONTHUMAIBHBIA aJTOPUTM IMOKCKa MHpopManuu B cetu MHTepHer,
YTO 3HAYUTCIBHO COKPATUT BPEMS U CUJIBL, 3aTPAYCHHLBIC HAa ITOUCK.

3. 3apaHee yCTaHOBHTh BpEMEHHBIH JUMUT (2-3 waca) paboTel B HWHGPOPMAIMOHHOM
MpocTpaHcTBe (IPOCMOTp Tenernepenauu, urenue, Marepuer).

4. Bo Bpems paboTBl HEOOXOAMMO JieNaTh mepepbiB Ha 5-10 MUHYT Uit CHATUS (H3UYECKOTO
HaIIPSDKEHUS M 3pUTENbHON HATPy3KHU.

5. Heobxomumo 3HaTh 3-4 yrmpasKHEHUS sl CHATHS 3PUTENBHOIO HANPSDKEHUS U PU3HUYECKOH
YCTaJIOCTH.

6. PaGoraTte B XOpOIIO MPOBETPEHHOM ITOMEMICHUH, IMPH ONTHMAJIFHOM OCBEIICHHH U B
yI00HO#1 1mo3e.

7. He cTOMT JErKOMBICIEHHO OOpamaThesi co CriaM-TUCbMaMHU U 3aXOJIMTh Ha HeOe30MacHbIe
BeO-caiThl. J{71s1 HHTEpHET-TIPECTYITHUKOB BBl CTAHOBUTECH JIETKOW JTOOBIYEH.

8. HpI/I perucTpaiuu B COLHUAJIBHBIX CETAX, HE yKa3BIBaI71Te CBOU TIICPCOHAJIBHBIC JaHHBIC,
HaTpUMep: aJpec WK JeHb POXKICHUSL.

9. He ucnionp3yiiTe B TOTHHE WM MTAPOJIE TIEPCOHATIbHBIE TaHHBIE.

10. Bee 3TO mo3BOJSIET MHTEPHET-IIPECTYIHUKAM IOIYYUTh IAHHBIE JIOCTYNA K aKKayHTaM
3JIEKTPOHHON TOYTHI, a Tarke MHpUIuposats aomamaue [TK mis BrimodeHns ux B OOT-CeTh WM IS
MOXUIIEHUSI OAHKOBCKUX JTaHHBIX pOAUTENEH.

11. Co3paiite coOCTBEHHBIH MPOGHUIH HAa KOMIIBIOTEPE, 4TOOBI 00€30macHTh HH(OpMAIIUIO,
XPaHSIILYIOCS Ha HEM.

12. He 3a0pIBaiiTe, uTo (hakThl, 0 KOTOPHIX BHI y3HaeTe B MHTepHETE, HYKHO OYEHB XOPOIIO
MIPOBEPHUTH, €CIIM BBHIOYETE UCIIONIB30BaTh X B CBOEH joMamtHel padore. Ilenecoobpa3Ho CpaBHUTH TPH
HCTOYHHUKA UH(OpMALIUH, IPEXKIE YeM PEIINTh, KAKUM UCTOYHUKAM MOXKHO IOBEPATH.

13. O gocroBepHOCTH WH(GOPMAIHH, TTOMEIIEHHON Ha caiiTe MOXHO CYIHUTh IO CaMOMYy CauTy,
y3HaB 00 aBTOpax caifra.

14. Pa3memtast nadopManuio o cede, CBOMX OMM3KMX M 3HAKOMBIX Ha CTPaHHUIAX COIUATBHBIX
cereil, cupocuTe NPEABAPUTENBHO PAa3pPEIIEHUE Y TeX, 0 KOM OyJeT 3Ta HHPOpMAaIHsL

15. He cnexyer pa3MemaTs Ha cTpaHHAnax BeO-cailToB cBom (ororpaduu u (ortorpaduu cBomx
OJM3KUX U 3HAKOMBIX, 332 KOTOPbIE BaM IIOTOM MOXET OBITh CTBHITHO.

16. CobnromaiiTe mpaBuiIa STUKH TPH OOIeHnH B MHTepHeTe: TpyOOCTh MPOBOIUPYET APYTUX
Ha TaKoe )K€ TIOBEICHHE.

17. Ucnonw3ys B cBoeil paboTe MaTepual, B3ATHIA W3 MHPOPMAIMOHHOTO MCTOYHHUKA (KHUTA,
nepuoauyecKas nevyats, VHTepHeT), clienyeT yKa3aTh 3TOT UCTOYHUK MH(GOPMAaLH WM CAETaTh Ha HETO
CCBUIKY, €CITH MaTepHall ObUT BaMHU TiepepadoTaH.



